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Abstract: Multi-access edge computing (MEC) is deployed at the edge of the network, enabling efficient and fast
data processing in mobile networks, while also undertaking important security functions, making MEC a prime target
for attackers. Therefore, MEC nodes will face huge security risks. How to accurately evaluate and quantify MEC se-

curity capabilities is an urgent issue to be solved. For accurately evaluating and quantifying MEC security capabilities,
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the MEC safety assessment system was proposed in combination with MEC safety risks. The assessment indicators

selected in the assessment system comprehensively reflect the basic characteristics of MEC and its complete safety

capability. Based on this evaluation system, the MEC security evaluation method was designed by using the analytic

hierarchy process (AHP) and fuzzy evaluation, the MEC vulnerability scoring system was creatively proposed, and

the evaluation indicators were provided based on the results of MEC vulnerability scoring system, the MEC security

capability quantification value was finally calculated. The experimental result proves the effectiveness of the method.
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W5 12 A VE TR SRVESy . [FIREHL, BHERRRgR e
WSS IE ) TE R, R ML S/ SR S Al
S IEE R, BETE . BRI S
I SEERAER. I, TR SRABHR Pt S AR 4
SEBRVS5 T SR AT R

MVSS JLatidRhr i R 3. ZHE 3, RE
RN g5 F K, BRI I EARAR (13) ~
L A9 Hr, S, FRIwAM ARSI, BS &
NIRRT 70, S RN TR AR
9y, st FRORNEAETREAE, dr FoRMHIET R REL,
BS &Ik MVSS [2kafifabrimss 5. X (13) ~
X (17 WA CVSS BB, EEA AT
25 TR B At R AR AR 2. K (18) ANl (19)
WA AN F (¥ 22 2 M 2T 5K, 4t 5G MEC %F
SEMV 55 5 T KRR AT 7)o

BS, =1-((1-C)x(1-1)x(1- A4)) 13)

ARG AR,

S, =6.42xBS, a4

ARG 2,

S, =7.52x(BS, —0.029) - 3.25x (BS, —0.02)"* (15)

S, =8.22x AVx ACx PR x Ul (16>
S, <0, M
BS=0 amn

ARG AR,

BS = Roundup(Min((sr + dr) x (S, + S,),10))  (18)

AR g,

BS = Roundup(Min((sr + dr) x1.08 x (S, +S,),10))

(19)

Hrr, Roundup EREUTRIREE —07/NEG I m) L
;. Min BREUEIUR/MA. 2k, 151 MEC &
(1) MVSS ZEAliiF4)
222 MVSS i tE F oWt

RT3 T R B AR R R AT VR, R OR
MVSS 1Ford i, IR AR IR TR MVSS 175
515 CVSS W4 iR ILE:, WiF MVSS 7E 5G
MEC i KU VF s G 2t . DUE A5 Be 4
JRiAF & (China national vulnerability data-
base, CNVD) #2145 CNVD-2019-42040
(¥ R P LR R s SCRTRR 9 1% 0T 7D 9], CVSS
XPZIRIFTE A 7.9, R4 CVSS il KU 734K
i (0.1~3.9 NfKfE, 4.0~6.9 AT, 7.0~89
HNEfE, 9.0~10.0 ARG, ZIw T faE SR
=118 . MVSS i RS X 43 [7] CVSS, A Sz e
TN THE I AT IR TP MVSS H AR A i
B, RHATIESY

ZIR I 2 QEMU-KVM RERIMLEN 15 EHLN
iR, FERM Linux kernel, Bl Linux
BERG N, Linux & ARM JERiHES T
AT IEAE RS, IR0 MEC L
LA (1 22 A, Mok % n] R R TR 5 EUR
PIHLIEIR, FEIRMAETE ENLNAZ AT B HATAIY
AL PR

S HTIZIRIA G MVSS SEalife b, 72T FIH
gz Yo E Fe bR 77 1, %R/ CNVD H SR i)
JE 2SR A, B TR R R AR A AT
Wi AR R ME N 0.55; ZIRIAVE TN AL
PUATEAERS, RIEFIGUESIR DT, TR
(Al AL B AT T RTR S A, DR
Wi AR, AMEN 0.77; ol (7 Egim
FA P ALRR B A7 A 12 9 R X6 B b i LML 4T
i, HRABGEE A S EURMALRER, Kk
M) 05 Bl A e, it DA 3 BUBR P A 7B 0,68
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# 3 MVSS EfitiigtrEL

fabr oy fabr A EiEpanic] fabritig A
TAAI SR Belim & (attack vector, AV) 9 &% FEF 0.85
Jritek e =2 o) 248 B b X 4% 0.62
ESi) AR R 0.35
Py Yok A A 02
Wi Z % (attack complexity, AC) i Yot 5 2% BEAIG 0.77
] Bl 0.44
Fr s AR (privileges required, PR) T TR RN AT St 7 0.85
{(i8 i B AR 0.62 (0.68, # GRS
MR bRE )
[ B T DR 0.27 (0.50, #EFER S
B FRE AR
FH P22 H. Cuser interaction, UI) ¥ NEEH AR H 0.85
e TEM AL H 0.68
mYEE AR Y (scope, S) AR FERFAER S 20 EE  —
—3
BGS FEREEAR S 2L EHE  —
A5
TREMERE LM (confidentiality, C) X WLk e ek 0
(s WL M 4 T2 2k 0.22
[ WM 5E ATk 0.56
SEEEME (integrity, 1D e SERAE AT R 0
(s Bt SERTIFISIS S 0.22
] FEAEE A R 0.56
A M Cavailability, A) X G R SRS 0
ik GG ERE IS S 0.22
[ e A R 0.56
W55 @ sRkTEbr %A TR (safety requirement, SR) ik b5 % 4 it RAK 0.6
oy 552 4 il K 0.8
[ AV 55 24 it Kid 1.0
FF4EFE 3K (delay requirement, DR) & Ml 5 B 2E 7 SRAK 0.6
oy AV 55 5E 5 K 0.8
] MV S5 4E 5 K e 1.0

ZIR IR H & N ERATERAE, BIUEH
FIZHARRR I E N 0.68,

TERIFSZ O FE AR 7 T, IR R P 26 4 e i
PIHLRIHLEEE . s s, AT R — e S,
ERERNA S NS, TR, TR A
T2k, B 3 BRI fE AR - EI 8 0.22,

TEMV 25 T R ABFR 7T, 2RI & MEC JRZT

RERMCEERL Bt 22 4%, #2224 INSE TR SRAS R
SRR Re 2 KR, PR S B U T8

B EiR AR (13) ~K (19, 57
BS=0.525 (f& ¥ 3 fi/Mi, TR, §=3.730,
S,~=1.610, #HTEMS A 5t T sr=dr=0.6, NI
#| BS=6.9, tH CVSS iP5 KA, %
T b falsii ;s EM5 B 50T sr=0.6. dr=0.8,
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752 BS=8.1, MIZIwi Ay fEaiwi: £ C 1
5N sr=dr=1.0, 73] BS=10, NiZJwiFA NG
Tdo BRI, MVSS AR AR 5% 7 oKk R
T E IR fE E o0, 1 CVSS X%
TP AL 25 RAERE € L35 FIFEAEH . | Bk
g5 R H1, CVSS KRie%EIRIFE 5G MEC #H
S 553 5 R 0 24y IHIE TR SR AR, K
b2 R, ARSI MVSS Xt MEC JRTF & E
T2 P VA B IR A o

3 WIS

AFTIETHR M PSR R SIS, 4
EMLSS R IR 5G MEC 4 EAUE T RE izl 2
BHE: BT AHP BHESRZEXE BARIBGE, £
XEAFE MEC k353755, #ENZ P K -k 224
RS IR RERE 2o AL 22 5 TS B AR Z AR
HORAEAR: FET RIS & TR IR 2 4 PF o),
WEVFr 225 MVSS il s 2 o 1R -2 45
Ry BERIANFDNY S SR R, PR R
HEH s BRAh, EXNZITIE T RBE T, BRI
THERERUN RN RL E e (4R bR s AESERR
5GMEC M5 T, AN NITiE Sk S =
V-6 LA T IR AT LU

3.1 EHT AHP i EIEIRE

IITHEN] R B R 22 A XA MEC 24t f 5%
WAL, MIEAENEHIMIRRE, N T e R T
AR, AT AR EOR R IE FIWT R, W
F 4, WD P EE AR R AW 2 SCRR (1] 6
T 5G MEC 4R /I8 Fa R EH IR « FIWrHE
Bl R AR AN [FM 55 75 3K T 8% K22 4 XU o 22 4 1k
AN RIS R FE A AR N T . A T SE AR SR
VR O SRR FEVEAT S AF IR BE, Kt SR )
FEFE N9 Gobm FEVE JA TR B ot 7 P — S5 A 36 o
T4 C B C MR 3 EEER R EIHENE

THE P AS [RIRR EEVE I (10 4 Wik B R e R AR AL
B Amao FHIEC (2) A1 (3D KK CR #HT7—3%
PERGIS o Ammax R FR) ER RRFAE [ 52— AL B R T 2
FTALE, PR AT A R LER 5.

H 45 AT, RPAR TS R I CR ¥9/hTF 0.1,
W — SRS, (HARER VLR CLE /N, BliZ
PREEVE T IR B — B e . R, AR SCE
5 ) W7 RE B TR A I X 2 BRAR BORR JE V. L
W=(0.115, 0.101, 0.181, 0.203, 0.147, 0.163,
0.090)".

[FIREHE, TR AR AR JE X v U= R B AL — 2
PELCR AR E F &, R HES R IE 6.

F 4 ERERAREIEER R RE R

if T3 C C, Cs C, Cs Cs C;
el 1 1.129 0.614 0.481 0.886 0.783 1.277
G 0.886 1 0.481 0.614 0.783 0.481 1.129
G 1.629 2.080 1 0.886 1277 1.129 1.629
G 2.080 1.629 1.129 1 1.129 1.129 3

Cs 1.129 1277 0.783 0.886 1 1 1.629
Ce 1277 2.080 0.886 0.886 1 1 1.629
e 0.783 0.886 0.614 0.333 0.614 0.614 1

*5 WMAREERITELSRIER

PREEE oo Cl CR

w

9 JibRFE ik 7.28 0.047 0.035

EERALANERAA 7.06 0.01 0.007

(0.072, 0.049, 0.248, 0.297, 0.133, 0.162, 0.037)"

(0.115,0.101, 0.181, 0.203, 0.147, 0.163, 0.090)"
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*6 WITERITESER

®7 EHPTNER

it Lt T W, Cl RI CR
Ci(l, L) W,=(0.64,0.36) 0 0 —
Cols) w=(1) 0 0 —
Ci(ly, I5) W5=(0.71,0.29) 0 0 —
Cule, I5) W .,=(0.50,0.50) 0 0 —
Cs(ls, Io, Iy) ~ Ws=(0.55,0.21,024)  0.021 0.52  0.04
Co(I11) We=(1) 0 0 —
Ci(l) wo=(1) 0 0 —

MR 6 AR, B I Bk R 56 44 AL R .
MR

W, . =w". (20D

o o o =

o o X o
=

N o o o

RAFIEIRZE T X EWRE T W EAE &
W.1=(0.074, 0.041, 0.101, 0.129, 0.052, 0.101,
0.102, 0.081, 0.031, 0.035, 0.163, 0.090).

BJGHATH G — SR K, R v 2 AL E
W=(0.115, 0.101, 0.181, 0.203, 0.147, 0.163,
0.090)", CIs=0.021. RIs=0.52 fE A= (4), 1§
CR=0.04<0.1, i —H kL. £, £&=—
SO Aoy B0 1 ek — BT A B0 350 S BRI SRR
R T HEbRE & IO A H AR AU
3.2 ETEMITEMITEREEY

M iES, IR EE NIRRT
i

V = {7, 8 2 P4 BT, Uy = {1.5,4.5,6.5,8,9.5)

MTAERNLSE 5, 5% MVSS P45 R
CHn AR AR EN B, AR IR 22 AR A A7 AE AR
T, AT A R BRI A £,
XV FRRR SR 7 ASTHER 12 BURFRIET VR
CHEPPN 45 RAUCH T e 8 R BV AR, SEPRiTAl
R UT A 5 SR AR AR S R % L VR B, RO PRI 45
RN 7.

X HE I % Bz & Beny b

I 1 2 4 1
L 0 1 5 4 0
In 2 1 5 2 0
I 0 2 2 4 2

PSS R IH— 1k, JRMENE ¢ P
B R

1

0.1 02 02 04 0.1
0 01 05 04 O

C FIR R ZE VPN
M, =W, R =(0.064,0.164,0.308,0.4,0.064)

FFEHL, 15 G B G MR R, 53
SR PR

M=(M, M, M, M, M, M, M,)" =
[0.064 0.164 0308 04 0.064 ]
0 01 03 04 02
0 0271 0.329 0329 0.071
0 01 03 055 0.05
0.021 0.266 0.562 0.151 0
0 01 02 05 02
0 01 01 07 0. |

HEMZE XS H AR Z R GV 5 RN
R=W -M =(0.0074,0.1689,0.318 4,0.420 3,0.083 0)
B 4155 5G MEC 24 VFA% 45 B9

S=R-V'=6.99

SERAE B RI[6,7) N, PPANEE RN “ g7,
LA 1% MEC 9 s 22 At — .
3.3 REENH

FEF RIS MEC 5 55 e APl sel, F
I ZAIHG VA RS . 5G MEC #3814
WALl b, WA AR ERNLE AR S
Fss, B, MBIk 2e 42 84 MEC “F &1
24, WENZE Cy MBCE S Hb i s BT SRl A
AEMJZ Cy P RS«



55 . SR 2023 42 8 1]
4:P 0.1 0207 0} (VS NEE R PSR

0 01 04 04 01 Pl AT, MU R o %

KIS0 RN 5 %F 22 A RO SE 1 TSR & R TR IR

‘710 0 03 03 04
TR RN S =7.25 , G5B N“IHT,

RO
) FAOAOQO ﬂ

, P 0020501

‘7104 04 02 0 0

T RIS R AN S" =593, RN ZE,

TR AT U B, PRASSE EXHENZ Cy 1
TP S5 R BURAR R, AR R Bt R A H AR,
VLI 1Z MEC 2 &0l 7168 3
3.4 LIS

IR N AR GL MEC
ROATVESY, B AR BV vk S gt B VF
fEEAT IR, DAIEASOEfERE 5G MEC
ARSI LT BRI G A E T
X—MRN 75 (i 4 Bios) A, &35 B E
B A A TR AR L) Rl %, ik
B, HEAZ, w&RIBERE AN
AN[FAEF= 2 2 AR Y 245 SR S A it SR/ D I 428 1| 7
B B7EM MEC EZ RIdfE RS, 258—
J7 2 BN faie o — 75 i R E R E R G
(2 N IS <107 N/ BN s N 1 TP e = 1 S
TSR D I A e A R, SRD X4 R S
224 g i HZI s TR, ALK
PUASCHE R ) 22 Pl R R AR B 28 AT s 25
Hzzhpl, S5HEELRAN el E R .

GlE ol

N 1777 e
MECJZ | S MECHR# =] MECHETH :
""""" [ mrmmno ] iswrd

(G : :

-

Pl B BT 1 muwmsl
BET] MEC Nz

M R TbAS 822 A YRR PE A 42408 B 2 T4 U
i 10 % FAFNLSS 5ARIEIHA S, BIn4E 3]
40 PN EM . RIEXKT 5G MEC Z a1 RS
TIER A AT, FE SRR R I e rbont 40 R T
MEC 5 AT 2 1PAh, BTG 25 R 5 30k [13]
$E tH =7 & Pl A R TS 1 45 SRR AT LU
TEVEMh I FE Y, ANV KRR, AR ik AR oL
RARARBAE RPN, R AR bR 38 b S 1T
W LR, ASCHE 775 MVSS 37 IR
VAL, SCHR[I3IAI T EE R CVSS 45 iR o7
5y, WS IR 45 FAATVRAG .

MEC V¥4 45 R Ibi e 5 fion, R
PR IERT 40 FRIEBLIOVE 45 5L, BEARAT 953
HDCTA], A AR N AH B 73 HIX TR A ) e . AR S
PP VETESS R B “ZE7 B U7
AW, T SCHR[13 T VEAS 77245 2 1 25 B o A
FXFI5] . BHICTT DUE Y, ARSCHR ) 5G MEC
PEAG 7 72 B % S I AE B BN AE AN DL 55 . AN
A SR MEC %475k, Mg B s
IVl S5 5, X AT DA Bl Aok 5E A7 - 20l
F A T BRI ORI . Ak, IR
AIREXRT BT R LN, WA FEIS 2 BE IR
A R

’ [

ol ESCRRL13 7] _

g |
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o I )
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4 ZHERIE

5G MEC AHEEATNNHZSBE 7% “ik
FI87, fFEE RS MRS B S A E A
e vy, TERRARME S5 B 2E 7 A R AT,
RHRTSZP, [N, MEC %468 7758, 5%
B k. AEEL MEC Z4f8 I ONA I
Ko AHE 56 MEC 2, #7156 MEC
RVGR R, HATMGRbRam . Fach st |
MEC %at. ZITNTEARE S B MEC %4
RS RIS, R8T 5G MZRIIRHIE, BA—E M5
%k FEMLEERY B, 254 AHP FIESBIVEN BT T 5G
MEC LAVl 7%, %R MEC %24x ik
B, SHEIZFIUER T IHARME. A TN RE
W, SEEERPEHER T MEC RTHE 7 R4t
(MVSS), %4 RGehe S muERbITAl MEC A%
IR ERRLEE, A THE e RS,
I MVSS IV 45 R E bR PN 55 2l T %2
AP — PR, G RAE VA I R B R
fifp, AT N2 AR £ BE AR N AR BRI . A
(IR MEL TR ARL A AT 122 8 3R MR B 36 Rl P 72 2 R
MHE. 258, 7Ebs TRARFEM AR (0
WIS EE IS d, F—HRE
FIR) JE SR A AN AT, PR B 1) S F 3 s R R
HYNE, A AT AR SCHE H R PP AE LA A i
FAVEREAR V2R A 2
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